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Background on social media in Government
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Social Media

Why you really should read those

terms of service

By Frank Konkel Jan 10, 2043

When the General Services
Administration on Jan. 8
anncunced a government-wide
terms-of-service agreement with
Finterest, some agencies had been
on the photo-sharing site for
mecnths. 5o what's wreng with
federal offices simply agreeingto a
site’s standard terms?

Simply put, because most free

Terms of Service

BEFORE SUBMITTING AMY VIDEDS FOR THE FIRST TIME, YOU MUST READ
AND ACREE TO THE TERMS OF THIS SUBMISSION AGREEMENT, WHICH
APPLIES TO ALL VIDEOS UPLOADED FROM YOUR ACCOUNT AT ANY
TIME.

By submitting any videos to Facebook, you hereby agree to be bound by, and
that all videos will fully comply with, the Facebook Code of Conduct and
Terms of Use. Withouwt limiting the foregoing, you understand that Facebook
Video is intended to be used to post and share videos of a personal nature
that is (i)} of you or your friends, (ii} is taken by you or yvour friends, or (i) is
original art or animation created by you or your friends, Therefore, you agree
not to upload any videos other than original works created by you or your
friends.

You further agree not to upload any videos that infringe upon or violate the
copyright, trademark, publicity, privacy or other rights of any third party and
not to attempt to circumvent any content filtering technigues we may employ.

FAILURE TO ADHERE TO THE CODE OF CONDUCT AND TERMS OF USE
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Open Government Initiative

About Open Government | OpenGovBlog | Open Gowvernment Dashboard | Innovator Toolkit

My Administration is committed to creating
an unprecedented level of openness in
Government. We will work together to ensure
the public trust and establish a system of
transparency, public participation, and
collaboration. Openness will strengthen our
democracy and promote efficiency and

effectiveness in Government.
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Examples of agency use
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Agencies getting better at social

Most Popular Articles

Finding structure for

tOOlS

By Carmilla Tuuttf Jan 08 2017

There is no shortage of social
activity in government, but a new
report finds that agencies are
hecoming increasingly familiar with
the benefits of 5o0cial platforms and
discovering uses that further their
Missicns.

The Partnership for Public Service
and Booz Allen Hamilton's new
study looks at how agencies use
technology and social media. In
interviews with 26 individuals from
12 agencies and offices, the report
authors identified use cases
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Helping agencies deliver a great customer experience

WEB CONTENT S0OCIAL MEDIA MOBILE CHALLEMNGES 8 CONTESTS CONTACT CENTERS CUSTOMER EXPERIENCE
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Horme # Social Media » Using Social Media in Sowernrnent * Social Media Registry # Register Social Media

Accounts

_ _ _ Toolbox
Register Social Media Accounts
Share [B) Print B Subscribe

g Download Plug-ins
Information about usnationalarchives on Facebook

Organization or Program: Mational Archives and Records Administration
Program URL: http: ffarchives. gow/

Sponsoring top-lewvel Mational archives and Records administration {MARA)
Agency:

Tags:

Language: English

Last updated by: admin

Last updated on: 11 April 2012

If you have a .gov or .mil email address, you can make changes to this listing, Enter your
email address and phone number below and we will send you a link to edit it.
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Social Media at NARA

e (itizen Archivist Dashboard
¢ Facebook

° Foursquare resources

. Flicke national archives flickr

participate open government feedback

* Historypin st NARA histor
® Ideascale w e b 2 . 0 '“y ’

contact

~J

° Storify \ BLOG bt
o Tumblr mission .\ SearchSOCial media
* Twitter collaboration records YOU

® Ustream service

® YouTube
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Look inside any box at the National Archives and you'l find the recor|

Wel , Bethany C
the U.S. National Archives and Records Administration® ( a lcome, Bethany Cron (=]

This is your National =
N ATIONAL

ARCHIVES COLLABORATE > INNOVATE > LEARN

¥ ANNOUNCEMENT ICN Weekly Webinar: 1/16 1:00 pm EST  Show

The Internal Collaboration Network (ICN) is a cross-
departmental tool for collaboration and knowledge sharing.
Find out what’s happening, right now, at NARA.

COLLABORATE

‘e want to make it easier than ever to share and connect with your colleagues 7 Browse -
Here are three ways for you to get the most out of the ICN:

* Edit Your Profile ‘ Content

Personalize your profile and help your colleagues recognize you. People

People

* Find Colleagues = Places
Find I k the ICN usi imple tools.
ind people you know on the using our simple tools Hatianatis
* Explore Groups + Addfitter
Find a group that suits your work, experience, and interests.
If you have any guestions, check out our £ New User Guide, or feel free to email us Find Colleagues
at B icn@nara.gov.
Thanks Find people you know on the ICN using our
The ICN Team simple tools.

What people are commenting on
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NARA Bulletin: Guidance on Managing Records in Web
2.0 & Social Media Platforms

* Expands on NARA's existing web guidance
® Implications of Recent Web Technologies for NARA Web Guidance

e NARA Guidance on Managing Web Records
* Not intended to provide agencies with model schedules or step—by—

step guidance

9 Q)
EDIA U ‘I'
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Defining Federal records

The Federal Records Act (44 U.S.C. 3301) detines

Federal records as any material that is recorded,

made or received in the course of Federal business,

regardless of its form or characteristics, and is

Worthy of preservation.




Defining social media records

If any answers are YES, then content is likely a record:

Does it contain
evidence of an agency’s
policies, business,
mission, etc.?

Is the information
unique and not available
anywhere else?

Is this tool being used Is use of the tool

in relation to the authorized by the
agency’s work? agency?

Is there a business need
for the information?
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Framing the issues

* Recordkeeping

¢ Identification of records

* Implementation of records schedules
* Capture

* Content management

® Personally identifiable information

* Public expectations

* Content in multiple places

® Ownership and control of data
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Addressing Records Management
Challenges

Policy

Records Scheduling

Preservation
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® Areas to consider include:
® Identitying records
® Defining ownership
® Developing recordkeeping requirements
® Terms of service (TOS)
® Communicating policies
® Monitoring use and value

® Monitoring changes to TOS




Social Media Guidelines and Best Practices 4@

CDC Twitter Profiles

Purpose

This document is designed to provide guidanc
(CDC) employees and contractors on the use U.S. Department of State Foreign Affairs Manual Volume 5—Information Management
currently participates. CDC encourages the strf
information and engage with individuals and p:

Background

Twitter is a real-time information network used| 5 FAM 790

businesses to share information, commentary,| e

social media content. Launched in July 2006, T

made up of 140 characters or less, called tweq USING SOCIAL MEDIA \"EPAINFORMATION
message, mobile websites, audio, Twitter's we| (CT:IM-110; 06-10-2010) o — v
applications. Twitter has an estimated 200 mill (Office of Origin: IRM/BMP/GRP)

a day, and the service handles over 1.6 billion
of commonly used Twitter terms.

CDC has a robust and growing Twitter presend 5 FAM 79 1 SCOPE

rofiles connecting followers with information g lassificati = e A : 12011
profiles (CT:IM-110; 06-10-2010) EPA Classification No.: CIO 2184.0 CIO Approval Date: 06/20/201
Please refer to the CDC Enterprise Social Med : : N : o : CIO Transmittal No.: 11-0006 Review Date: 6/2014
for guidance on use of soctal media for Work-F a. _Soc:al medla con5|s_t o_f_a variety of digital technologle_s t]
requirements on use of social media in an offid interaction among individuals who use the tools. Social

individuals to post their own content to Web sites accesg Issued by the EPA Chief Information Officer,

Communications Strategy ) comment on, rate and/or tag content that others have p| Pursuant to Delegation 1-19, dated 07/07/2005
;‘mtltt:r and other stgclal media tools are 'gznd distributed media files; dynamically develop software ap|

ealth communications program or proje: e 3 1 i F 1 7 n

Director of Communication Science (ADCS) in !ntera‘ct in 5|mulatgd le?rnmg, gaming anq tradmg envir SOCIAL MEDIA POLICY
(HCSO) of CDC's National Centers, Institutes, in online conversations; and observe the interactions of

b. Social media provide an important means for the Depart] 1. PURPOSE

Clearance and Approval : ¢ 5 <

Iea_d role in condUCt_ of U.S. fo'_-e'gn p_°“Cy‘ Th's subchap) This policy establishes the principles for the use of social media at EPA. For purposes of this policy,

1. New Accounts: As per the CDC Enterprise| guidance for accessing and using social media to: “social media” is a term for a wide-spectrum of user-driven content technologies.

(1) Conduct internal and external collaboration within
between the Department and other Federal Gover

2. SCOPE AND APPLICABILITY
This policy applies to EPA employees, contractors, and other personnel acting in an official capacity

* Al new Twitter accounts must be ¢
« The Office of the Associate Directo

least 5 days prior to the launch of tl (2) Conduct diplomatic activities with non-U.S. Goverr| on behalf of EPA when using social media f_or ofﬁcigl EPA purposes on the Intranet and the Intemet,

to socialmedia@cde.gov. organizations and individuals on controlled-access whether'such use occurs on the EPAWebsite or third-party sites:

Security approval is required from t| : e

: Offioertleg‘I)SO). Pleasqe contact yol are not available to the general public; This policy does not apply to EPA employees using social media tools for personal use while using
(1SS0 for additional information on (3) Use for official consular, public affairs and public d gevEIment swnes ofios eipmant; Suctiyse Is covered Y ERA Ot tNe At imked
. g‘ﬁ!’”vacy Impact Assessment mus activities on Web sites that are available to the ge SR SR R SR e
icer. " . 3 " " . o
: : PRI . This policy does not apply to EPA employees using social media in their personal capacities;
(4)  (Use for engaging in activities that are of official ¢ however, employees are always required to follow the Standards of Ethical Conduct and the Hatch
Department. Act.
EDCTiG Sidaihes Sl BSELFTACices The provisions of this subchapter apply to all Department p o » e e
users of Department systems, including Foreign Service (F§ This policy does not supersede or replace existing legal responsibilities and policies in effect.
1 p
o Civil Service (CS) employees, employees abroad including |
/ C RS CRR UL ol | ¢ 5 3. AUDIENCE
/ DEPARTMENT OF HEAL staff (LE staff), and contractors performing duties under th : i .
C CENTERS FOR DISEASE ¢ the D. rt t of Stat The audience for this policy includes any EPA employee, contractor, or other person who uses social
e e i e:LepartmantiorStare: media on behalf of EPA.
iti 4. BACKGROUND
5 FAM 791.1 Authorlt'es Much like the Internet transformed information during the 1990's, social media is a 21% century
(CT:IM-110; 06-10-2010) phenomenon that offers a new and constantly emerging range of opportunities for networking,
: " ) " ) . collaborating, and information-sharing. EPA is using social media tools to create a more effective and

The following authorities are in addition to those listed in 5 transparent government, to engage the public and EPA’s partners, and to facilitate internal

collaboration. Social media provides another set of tools to help EPA accomplish its mission.

The benefits of using social media in support of EPA’s mission include increased ability for the
Agency to engage and collaborate with partners, notably the American public. With the benefits and
opportunities of social media come risks for security and privacy. It isimportant that EPA weigh both
the benefits and the risks before using social media tools. In addition, there are legal issues and
federal requirements that are unique to the government, such as privacy, Section 508 compliance
(accessibility), records management, procurement rules, and staff participation on external sites that
directly impact EPA employees’ use of social media tools. EPA will use these tools only in support of

SH
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Records Scheduling

THE WRITTEN WORD
ENDURES

“MINUTES OF

AND PRESERVE IT.

MATIOMAL ANCHTIES. ARD RECTADE ADLERIETHATON + 158 A TR hDL 2

National Archives and Records Administration, 1987

o Agencies must create new
schedules or apply existing
disposition authorities
considering:
® Use and functionality

® Any enhanced processes,

functionality, added metadata

b

or other features




/ ( Identifying Web 2.0 records )

Appendix A - Flowchart

Is the content hosted on

your agency’s web site? Yes
No
No, the tool
eihevanedtinecontent provides enhanced Work with NARA
independent of the tool? features that affect —»  Appraisal Archivist to
P - the value of the develop new schedule
content
Yes. The tool itself
does not add value to
the content.
*Note:
An existing records schedule
may apply if:
a) You have a previously-
approved, media-neutral
Work with Agency schedule
Sl Records Officer and or
Is ‘hsf‘z aI" ‘;’1‘;""9 :?c"?r*ds No NARA Appraisal Archivist b) The records are
sencaue applies+ to update the schedule or administrative records (not
create a new schedule related to the program functions
of the agency)
Yes
I
Is the retention period
specified in the existing No

schedule still appropriate?.

Yes

v

Implement schedules and review
k regularly and update as needed
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Preservation

* Capture strategies include:

* Using web crawling software

* Using web capture tools to create local versions of sites and migrate

content to other formats
® Using platform APIs
* Using RSS Feeds, aggregators, or manual methods

ERITRIXI.: 2L Cwitker

e | o _
IFTTT j nootsuite i

Iterasi

g~ Spredfast  quanzo
(- y
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Agency responsibilities with contractors and
third parties

Yr w NN




Pinterest

Q. Federal Records: Agency acknowledges that use of Pinterest's Services may require
management of Federal records. Agency and user-generated content may meet the definition of
Federal records as determined by the agency. If Pinterest holds Federal records, the Agency must
manage Federal records in accordance with all applicable records management laws and

regulations, including but not limited to the Federal Records Act (44 U.S.C. chs. 21, 29, 31,
33), and regulations of the National Archives and Records Administration (NARA) at 36 CFR
Chapter XII Subchapter B). Managing the records includes, but is not limited to, secure storage,
retrievability, and proper disposition of all Federal records including transfer of permanently
valuable records to NARA in a format and manner acceptable to NARA at the time of transfer.
The Agency is responsible for ensuring that it is compliant with applicable records management
laws and regulations through the life and termination of its use of the Services.

December 20, 2012




Background

June 2011: GAO Audit 11-605,“Social

Media: Federal Agencies Need Policie:

and Procedures for Managing and

Protecting Information They Access

and Disseminate"

Archivist: NARA will develop "guidance on
effecti vely capturing records from social

media sites and ... best practices.”

United States Government Accountability Office

GAO

Report to Congressional Requesters

June 2011

SOCIAL MEDIA

Federal Agencies
Need Policies and
Procedures for
Managing and
Protecting
Information They
Access and
Disseminate

GAO-11-605



http://www.gao.gov/new.items/d11605.pdf
http://www.gao.gov/new.items/d11605.pdf
http://www.gao.gov/new.items/d11605.pdf
http://www.gao.gov/new.items/d11605.pdf
http://www.gao.gov/new.items/d11605.pdf
http://www.gao.gov/new.items/d11605.pdf
http://www.gao.gov/new.items/d11605.pdf

Upcoming NARA Bulletin and White Paper

® Builds on NARA's Guidance on Managing Records in Web
2.0/Social Media Platforms

® Provides additional guidance and best practices for capturing

records

® Serves as another step to address concerns raised in the GAO
Audit
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|7 Best practices for records management

- Don't Kill Your Reputation; Organize Your Information. -

N —

@ National Archives and Records Administration, 1989
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Building a Foundation

¢ Institute a Working

group

* Apply the definition
of a Federal record

® Review existing

records retention

schedules

Construction of the Foundation for the National Archives

Building, September 1, 1932



http://www.archives.gov/about/regulations/part-1236.html

Tools and Methods

® Evaluate and test available tools

* Consider using tools with transparent processes
* Use built-in export capabilities

® Use APIs to create customized tools

* Ask the platform provider for social media content

yammer=
Cwitter



http://www.archives.gov/about/regulations/part-1236.html

e

Implementation

® Incorporate specific language into TOS

® Delegate roles and responsibilities for capture
® Provide training for staff

* Provide centralized guidance

e Share your lessons learned




4 ™
Related activities at NARA

° Implementing the goals of the Managing Government Records

Directive

° Updating the transfer guidance with additional acceptable formats
® Revising General Records Schedules to incorporate web records

° Working to investigate automated technologies to manage diverse

collections of digital records



http://www.whitehouse.gov/sites/default/files/omb/memoranda/2012/m-12-18.pdf
http://www.whitehouse.gov/sites/default/files/omb/memoranda/2012/m-12-18.pdf

® The Bulletin will be
published soon

e Follow NARA’s Records
Express blog for updates

* (WNARA_RecMgmt

NATIOMNAL
ARCHIVES

NARA Records Mgmt @
@NARA_RecMgmt

297 28

TWEETS

2,900

Tweets 2/ No replies

NARA Records Mgmt rARA_Rechiomt 8 Jan
Here's an update from the team working an revising the General
Records Schedule. go usa govidoow

Expand

NARA Records Mgmt rARA_Rechiomt 17 Dec
st WWe are hosting 2 webinar this Wednesday about our Fecords
scheduling Ciuality Control checklist. For more details:
Qo.usa.govigpaT

Expand

NARA Records Mgmt rARA_Rechiomt f Dec
st Jay Trainer is up with an overview of key statistics on the

FRCP: holdings, performance measures, and finances #narakridg
Expand

F 8 Following
FOLLOWING FOLLOWERS
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Questions?

Thank you!
Bethany.cron(@nara.gov




